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1.5. IBpucTUYECKMe MeToabl Knactepusaunm agpecos B
pacnpeneneHHbIX peecTpax

[. A. 3eHiok
WHcTuTyT npuknagHon matematukm um. M. B. Kengeiwa PAH, Mocksa

B pabome 8aH 0630p 3gpucmu4eckux Memodos Knacmepusayuu adpecHo20 rpocmpaHcmea nybrnu4HbIx pac-
rpederieHHbIX peecmpos. YoMsiHymbie MexXHUKU onuparomcsi Ha ocmamoyHo npocmeie HabnodeHust 3a ro-
g8edeHuUeM MunuYHbIX rosib3o8amernet U 30pasbili cMbics. DopmasibHO 38pUCMUKU npedcmaensom cobol ebi-
poxOeHHble pewarowjue rpasura, Komopble He rpedrnonasaom rnodbopa napamempos 8 xode oby4eHus o
3apaHee omobpaHHbiM OaHHbIM. MOXHO makke cHUumame, Ymo 38pucmukaM coomeememesytom ycmolidusbie
mMomusebl 8 gpaghosbix rpedcmaesrieHUsX UCmopuU mpaH3akyul. HecmMompsi Ha Kaxyulyrocsi mpocmomy u om-
cymcmeue 803MOXXHOCMU Po8epUMb MpasusibHOCMb Pe3ybmarmos ux pabomsi, amu nodxo0s! 0eMOHCmpU-
pyrom 3ocmamoyYyHO XOpowlyro 3ghgheKmueHOCMb U 3a4acmyto UX NpuUMeHeHue rpedsapsiem UCMOMb308aHUEe
2opa3do boriee CrIoXHO20 UHCMPYMEHMapUsi Ha OCHO8e COBPEMEHHO20 MaUWUHHO20 0ByYeHUsT U UCKYCCIMeeH-
Ho20 uHmennekma. lNpusedeHbi 3spucmuku Oris1 Bitcoin, Ethereum, Ripple, Monero u Zcash. Kpamko paccmom-
PEeH npuMep 3spucmuYecKol Knacmepu3sayuu rno 0aHHbIM O cross-chain-mpar3akyusix. OmmeydeHb! criydau, Ko-
20a agpucmuku darom HEKOPPEKMHbIE pe3yribmambl. HacKorbKo MOXHO cydumb, 0630p makozo poda nybiu-
Kyemcsi Ha pyCCKOM 5i3bIKe eriepeble.

BBegeHue

HacTtosawwmi TekcT npeactasnseTr cobor 063op nybnukaumm nNo TemaTuke TPacCUMPOBKW TPaH3aKuui u
naeHTMdUKaLMmn NpuHaanNexHoCcTn agpecoB B pacnpefeneHHblx peectpax, Takux kak Bitcoin unn Ethereum.
MockonbKy BO BCeM MYpe cenyac NnpeabsBnsitoTcs Bce bonee BbicOkMe TpeboBaHMs K perynsuum aTmx cuctem,
CBsi3aHHbIE C COBNOAEHNEM HaLMOHanNbHbIX 3aKOHOB 0 6opbbe C 0TMbIBaHWEM [eHEr, pa3BUTUE COOTBETCTBY-
IOLLMX anropUTMUYECKUX METOAO0B CTaHOBUTCS HEOOXOAUMBIM YCIOBMEM BbPKMBAHUS KPYMHBLIX UHCTUTYLMO-
HanbHbIX UTPOKOB HA 3TOM PbIHKE.

Bitcoin aBnseTcs, noxanyn, cambiM U3BECTHLIM NPMMEPOM pacrnpedeneHHON TPaH3aKLUMOHHON ceTn. JKo-
cucTtema Bitcoin 6bina nonHocTbio onucana B 2008 r. [Nakamoto, 2008] n npeactaensina co6oi nonbITKy co-
30aTb XN3HECMOCOBHYIO NNATEXHY0 MHPACTPYKTYpY, B KOTOPOWN AOBEPME OCHOBAHO HE Ha y4acTuu aBToOpu-
30BaHHbIX NOCPEAHUKOB (6pokepoB, 6AHKOB, KIMPUHIOBLIX areHTCTB), @ TOMbKO Ha anropuTMUYECKUX NPUHLIK-
nax. LUnpokuii nHTepec k Hen npuwen nuwb B nepson nonosuHe 2011 r. nocne nybnukaumm B XypHane Forbes
N OOCTMXEHUS pbIHOYHOW cToumocTu B 1 gonnap CLA, a HaunHas ¢ 2013 r. Bitcoin n nogobHble emy cuctemsl
cTanu oQHOW U3 LeHTpanbHbIX TEM B AMCKyccun o ByayLiem MupoBo (oMHaHCOBOW UHAYCTPUN.

Bitcoin n3Ha4yanbHO 6bIN CNPOEKTUPOBAH Kak cMcTeMa, rae He TpebyeTcs HUKaKoro anpuopHOro oBepust
MeXay yvacTHMKaMmu, T. e. Kak noTeHumanbHo Hebe3onacHas cpefa. 1o 06CTOATENLCTBO SBNAETCH OOHOW 13
NPWUYMH UCNOMNb30BaHUS NCEBOOHUMOB, CKPbIBAIOLLMX pearbHble NIMYHOCTU yYacTHMKOB. OTuM Bitcoin n apyrue
noao6Hble CUCTEMBI CYLLLECTBEHHO OTIIMYAIOTCS OT MPUBbLIYHBIX NIATEXHbLIX CUCTEM, A€ BCE YHACTHUKN OBUXKE-
HUS CpeacTB OJOCTOBEPHO U3BECTHLI C caMoro Havana. OgHako MMEeHHO M3-3a aTon ocobeHHocTu Bitcoin ctan
BEeCbMa NomnyrsipeH Ha CepoM U YepHOM pbiHkax. C ero NoMoLLbo 0hOpPMISANKM CAENKM N0 Npogaxe TOBapoB C
orpaHnyeHHbIM 0O60pPOTOM, YXOAMIN OT HAMNoOroB U CMOHCMPOBANN TEPPOPUCTUYECKUE TPYMMUPOBKA MO BCEMY
Mupy (cMm., Hanpumep, [Foley, 2019]). Tam xe rogoson o6opoT Bitcoin 3a 2019 r., cBsI3aHHLIN CO BCEWN Hene-
rarnibHOWM Toproesewn, oueHeH B 76 mnpa. gonnapos CLUA, 4yTo coctaBmno 46% OT COBOKYNHOro obbema TpaH-
3aKuunn.

lMocne HenpoOoOMKUTENBHOW «PaCTEPSIHHOCTU» (PUCKaNbHbIE M MOHETapHbie BlacTU MO BCEMY MUPY
Hayanu nNpouecc NOCTEMEHHOro YXeCTOYeHUS perynsuun pbiHka AeueHTpanu3oBaHHbIX LMpPOBLIX akTUBOB.
Cewiyac Bce neranbHble Y4aCTHUKU pblHKa, OCYLLECTBASOLLME onepaunn ¢ 3TUMKU akTuBaMm, 06513aHbl NpoBo-
ouTe npoueaypel anti-money laundering/know-your-customer (AML/KYC), aHanoruyHble Tem, 4YTO BbINOMHSAOT
06blyHbIe 6aHkM. OJHUM M3 3NEMEHTOB 3TOro npolecca SBMAETCS YTOYHEHUE UCTOYHUKOB CPeACTB TpaH3ak-
unn. Takum o6pasom, BeCbMa akTyarnbHbIM CTAHOBUTCA MOWCK anropuTMUYECKUX MHCTPYMEHTOB AN Tpaccu-
POBKM TpaH3akKuuii, NO3BONSAIOLLMX C BbICOKOW CTEMEHbI0 YBEPEHHOCTU YCTaHaBNMBaTh, ObINMW K cpeacTBa Ha
KOHKpPETHOM agpece (CM. onpegerneHne Hmke) korga-nnbo paHee 3aMeyeHbl B NPOTMBOMNPaBHOW UK Aaxe npo-
CTO NoA03pUTENbHON akTUBHOCTU. C OLLHOW CTOPOHBI, 3Ta 3a4a4a CUMbHO OCMOXHEHA TEM, YTO B 3TUX CUCTEMAX
He TpebyeTcHa HMKaKon nageHTMdrKaummn nonb3oBaTenen, kpoMme obnagaHva NpuBaTHLIM KIKOYOM (CM. ganee),
KOTOpbI HeobXxoanm anga anekTpoHHon nognucu. bonee Toro, nocne Tpuymda Bictoin Gbinu cneunanbHO pas-
paboTtaHbl cuctembl (k npumepy, Zcash n Monero), B koTopbix obecneyeHne aHOHUMHOCTU CTano OCHOBHOW
uensto. B 10 e camoe BpeMsi, 0cO6EeHHOCTN DYHKLUMOHUPOBaHWS pacnpeieneHHbIX CUCTEM, Takne Kak Hanu-
yme rapaHTMn HeM3MeHHOCTU UCTOPUKN TPaH3aKLMUA U UCMONb30BaHMEe MPOTOKOSOB MOMCKa KOHCEHCYCa, OCHO-
BaHHbIX Ha KpunTorpacum ¢ OTKPbITLIM KIHOYOM, HanpoOTUB, HECKOMNBLKO obreryawT aHanmM3 — ecnn TONbKO
yAacTca HagexXHoO CBA3aTh agpeca-nceBOoHUMbI C KOHKPETHBIMW MHOObMMU.

YKeCTOYEHUIO perynsuum conyTCTBYET NOOLPEHME UCCneaoBaTenbCKo paboTkl B aTo obnactu. Tak, ¢
2017 no 2020 rr. B EBponeiickom coto3e aercteoBan npoekt TITANIUM, BbINONHAEMBbIN KOHCOPLMYMOM €BPO-
NENCKNX TEXHUYECKUX WHCTUTYTOB W MWHWCTEPCTB BHYTPEHHMX Aen npu yyactuu MHTepnona. HekoTopble
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cTaTby, UUTMPYeMble fanee, 6biM BbINONIHEHbLI B pamMKax 3TOro npoekta. MeToabl TpacCUPOBKU TpaH3aKLWNA,
KOTopble cervac 06beauHAIT NoA Ha3BaHvem know-your-transactions (KYT), npumbikaloT K ApYrMM mMeToaam
undpoBo KpuMuHanucTuku (digital forensics), KOTopble ceyac akTVBHO pa3BMBalOTCS B OTBET Ha Nporpecc B
obnacTax UCKYCCTBEHHOrO MHTennekTa n NHTepHeTa Belei. MNosBUNUCL YacTHbIE KOMMaHUK, cneunanmanpy-
IOLLMECS HA NPOBEAEHMMN paccreoBaHmMii Nofdo6GHOro poaa ¢ MCnonb3oBaHNEM HOBENLLMX pa3paboTok B obna-
CTM MaLLMHHOro obyyeHns 1 aHanu3a AaHHblX, Takne kak Chainalysis, CipherTrace, Elliptic, Bitfury (npoekt
Crystal), IdentityMind, Scorechain, Traceer, Blockseer.

FoBopsA 0 3agave knacTepusauum agpecoB, HEOOXOAMMO NOAYEPKHYTb, YTO 3To Gonee cnabas nocra-
HOBKa MO CpaBHEHWIO C 3adaden aTpubyunm unu aeaHoHUMm3aumun. [JencTBUTENBbHO, B NEPBOM Criydae HaMm
[OCTaTOYHO KLLb C BbICOKOW YBEPEHHOCTBIO YKka3aTb Habopbl NCEBAOHNMOB, NPUHAANEXaLLNX OLHOMY U TOMY
Xe akTopy (cM. onpegernexue Huxe). MNpyn 3TOM He HYXXHO 3HaTb, KEM MMEHHO SIBMSIETCSt 3TOT akTop. PelueHve
BTOPOM 3aayn — feaHoHMMU3aLuun — siBnsieTcst ropasfao 6onee TpyaHbIM U MO BCeW BUOAUMOCTU HE MOXET
ObITb MNOMHOCTLIO aBTOMATU3UPOBAHO, NOCKONbKY AN 3TOrO MOYTUM HaBeEpHSika NpuUAeTCs BPYYHYH cobupaTtb
MHOpMaLMIO MOMUMO TOM, YTO XPaHUTCA B pacnpefeneHHoM peecTtpe. [laTb KOHKPETHbLIA nepevyeHb Takon
MHopMaLMK, KOTOpasa NO3BOMNUT CBA3aTb CETEBbIE NCEBAOHUMbI C KOHKPETHBIMY akTopamu, BeCbMa TPYAHO.
3710 MoryT 6biTh IP-agpeca, MeTkn BpeMeHu 1 reonokauun, AaHHble Be6-TpekepoBs, 3anncu Ha opymax u ux
CTUNNCTMKA, MPUBLIYKM M Aaxe xob66u u T. o. bonee nogpobHoe obcyxaeHWe acnekToB aHOHUMHOCTW U Npo-
6nembl feaHoHMMU3aLMK B 6riokyeriHax cM. B [Amarasinghe, 2019].

TepmuHonornsi U NOHATUIHBIN annapar

B camom obuiem cnyyae TpaH3akuMen HasbiBaeTcs Habop WMHCTPYKUMIA, UCMOSNHEHME KOTOpbIX obs3a-
TENbHO AOJMKHO MPMBECTU K M3MEHEHMIO TEKYLLIEro COCTOSIHUS peecTpa, C 3NIEKTPOHHOW MoAMUCBHI0 OTnpaBu-
Tensa. OGbIMHO MOA, MHCTPYKLUSIMU MOHMMAaEeTCsi MepeBod akTMBOB C OAHOMO agpeca Ha OOUH UMM HECKONbKO
Apyrmx. BoamoxHbl n 6onee cnoxHble HabOPbl MHCTPYKLNIA, KOTOPbIE BbI3bIBAOT YHKLUNW, ONpeaeneHHble B
CMapT-KoHTpakTax (smart-contracts), HoO B HacTOsILLleM TEKCTe OHM paccmaTpuBaTbeca He OyayT. Bonblie o
cMapT-KOHTpakTax cM. B [Zheng, 2020].

dopmanbHO TpaH3aKuus NpeAcTaBnseT cobol cTaHAApPTU30BaHHYIO 3anMCb C YUCTIOBBIMU U TEKCTOBLIMU
nonamu. ®opmMaT 3aBUCUT OT KOHKPETHOW CETM, HO MO KparnHeEN Mepe NATb Nornen ecTb BCloay: 3TO YHUKaNbHbIN
naeHTudUKaTop TpaH3akuum, Habop agpecoB oTnpaBuTenen, Habop agpecoB nonydaTtenen, o6bem nepeBo-
AVMbIX CPEACTB (KOTOpbI Aanee Anga ygobctea Tawke OydeT HasbiBaTbCA CyMMOW) U OTMeTKa BpemeHu. B
pasnu4HbIX peecTpax CyLIeCTBYIOT creunarnbHble TUMbl TpaH3akuui, HeobxoaMMble AN NogaepKaHus 3asB-
NEHHOro oyHKLMOHaNa, HO 3TU PasfM4YMsA HEeCyLLEeCTBEHHbl AN AanbHenwWwero usnoxenuns. Mudopmaums o
TpaH3aKUUsIX B OTKPbITbIX peecTpax He wudpyeTcs n nybnnyHo JocTynHa Ans noboro yana B ceTu.

Agpeca — 370 yHMKarnbHble NCEBOOHMMbI, UICNONb3yeMble Ans naeHTUdUKaLmMmn y4acTHUKOB TpaH3aKUmn.
Kaxpas TpaH3akuusi ormkHa MMETb SNEKTPOHHYHO NMOANUCH OTNPaBUTENS, a Al 3TOr0 Hy>Ha acUMMeTpUYHast
napa kntoyen. MNprBaTHLIN (3aKpbIThINA) KINOY MCMONBL3YeTCst ANt CO3AaHUA NOANUCH, a NyBNNYHBIA (OTKPbLITBIN)
KMnto4 no3sornsieT 6bICTPO NPOBEPUTL NPaBUITbHOCTL 3TOW nognucu. Taknum obpasoM, AN CTOPOHHEro Habro-
parens nyGnuyHbINA KoY CTaHOBUTCH MOEHTUHUKATOPOM OTNpaBUTENS, rapaHTUPOBaHHO YHUKarbHbIM. XeLuu
ny6nnyHbIX KNtoYen HasbiBatTca agpecamu. ObnagaHue NpYBaTHLIM KIMHOYOM SIBNSIETCS €AMHCTBEHHbBIM [OMy-
CTUMBIM NMOATBEPXAEHUEM BrnafeHns akTMBaMu Ha 6anaHce COOTBETCTBYHOLLEro agpeca. B peectpe MoxHO
BCTPETUTb TOMbKO Te agpeca, 6anaHc KOTopbIX XOTA 6bl 0AMH pa3 6bin HeHyneBbIM. B HanbGonee nonynapHbIx
peecTpax nobor akTop MOXET co3gaBaTb CKOMb YroAHO MHOrO nap Krkdewn, a 3HauuT, n agpecoB. Agpeca
06bIYHO He JatoT HUKaKoW MHPOPMAaLIMK O TEX aKTopax, KOTOPbIM OHW NPUHAaANeXaT, XOTA MHOrAa MOXHO BCTpe-
TUTb agpeca, cogepxalime onpeaerneHHbli Hamek — B 60MbLUMHCTBE CryYaeB 3TO AenaeTcs HaMepeHHo ca-
MUM BriagenbLemM agpeca.

Ha dusmyeckom ypoBHe nobow pacnpeneneHHbli peectp (distributed ledger) npeacrasnsieT cobon oa-
HopaHroByto (peer-to-peer, P2P) ceTb, y3nbl KOTOPOW MOTYT O4HOBPEMEHHO W BbICTYNaTb B KAYECTBE KITMEHTOB,
n 6patb Ha cebs dyHKuMn cepBepoB. Kak u miobas apyras P2P-ceTb, pacnpeaerneHHble peecTphl SBRAOTCA
OBepIEMHBbIMU CETAMM, T. €. OHU CO3aaHbl KMOBEPX» YXKe CYLLECTBYIOLUMX KOMMYHMKALMOHHBIX cCeTeN, N 0bMeH
COOBLLEHVAMN MEXAY Y3Namu BbIMOINHSAETCS MO CTaH4APTHLIM TPAHCMOPTHBLIM NpoToKonam (0ObIMHO 3TO CTeK
TCP/IP). Y3nbl XpaHAT nHdhopMaLmio 06 yxxe noaTBEPXKAEHHbIX TpaH3aKumnsax — nubo BCHO UCToputo, NMbo Ka-
KYI-TO €€ 4acTb. 3a CYET Takoro MHOrokpaTHoro aybnupoBaHusa nHpopmMauumn 4OCTUraeTca yCTONYMBOCTb BCEN
CUCTEMbI: AaXe eCrn YacTb Y3IOB BbIAET U3 CTPOS, BCA UCTOPUA TpaH3akuMin MOXeT ObiTb BOCCTAHOBIEHA No
TeM cbparmMeHTam, YTO XpPaHATCA Ha OCTaBLUMXCA y3nax. Xopowee obuiee npeacTaBrneHme 0 TEXHOMNOMmM pac-
npeaeneHHbIX PeecTpoB MOXHO HanTH, K npumepy, B [Natarajan, 2017].

BnokyenH (kanbka ¢ aHrn. blockchain) — 3To ogHa M3 opm peanusaunv pacnpefeneHHoro peecrtpa.
HecTporo, ocHOBHas nges 3aknioyaeTcs B TOM, YTO MHpOPMaLMA B TaKOM TUMNE PeecTpoB XPaHUTCS OTAEmNb-
HbIMy Brokamu, KOTopble cuenneHbl Mexay cobown 3a cyeT Toro, YTo nocneaHu 6ok XpaHUT BHYTPU Xew
npeabiayero. MNMockonbKy HagexHble Xel-(PYHKLMN SBASIOTCS BbIMUCIMTENBHO HeobpaTtumbiMu, MHGOPMa-
Uusi, XpaHMMas B TakoW CTPYKTYpe, C BbICOKOWN 0NeN YBEPEHHOCTUN MOXET CHUTATbCSt HEN3MEHHOW. [lencTBu-
TenbHO, ecnu Obl NOTeHUManbHbIN 3r0yMbILUIIEHHVK 3axoTen 6bl M3MeHUTL AaXe BCEro oAuH CUMBOI B KOH-
KpeTHOM 61ioke, TO xeLl 3Toro 6mnoka cpasy 6bl USMEHMNCS U MPULLNOCH Gbl MEHATL COOTBETCTBYOLLUM 06pa3omM
n BCce nocrnieaytowue 6noku. BonnollieHune aTom naen TpebyeT peLlueHns MHOXXeCTBa CONyTCTBYOLMUX Npobnem,
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OnncaHne KOTOPbIX BLIXOAMT Aaneko 3a pamMK/ HacTosWero TekcTa. 3auHTEepeCcOBaHHbLIA YATaTENb MOXET
HaWTK JONONHUTENBLHYO MHopMaumio B [Tschorsch, 2016; Narayanan, 2016].

BaxxHbIM ycrioBmem (OyHKLMOHNPOBaHNS pacnpeaeneHHbIX peecTpoB SBNSAETCA rapaHTMsl TOro, Y4To npea-
CTaBMEHNs O TEKYLLEM COCTOSIHUWN PeecTpa, XpaHsLUMECS Ha pasHbiX y3nax, ABMSTCA HENPOTUBOPEUNBLIMU.
[lng 3TOro B COBPEMEHHbIX pacrnpefeneHHbIX peecTpax UCNomnb3yTCa pasnnyHble NPOTOKOMbl KOHceHcyca. K
npumepy, B Bitcoin kOHCEHCYC OCHOBaH Ha cxeMe NOATBEPXAEHUS BbINONHEHNEM BbIYUCIIUTENBLHON paboThbl
(proof-of-work, PoOW) no nouncky peLueHus 3agaaymn OTbiCKaHMA Xela C 3aA4aHHbIM KONM4ecTBoM Hyrnen. OcHoB-
Has vgeda B TOM, YTO 3afadva AomkHa OblTb JOCTATOYHO CIOXHOW — B crny4vae Bitcoin oHa peluaeTcs Tonbko
nonHeiM nepebopoM. Mdy4eHne NpoTOKONOB KOHCEHCYCa NpeAcTaBnsaeT cobov OTAENbHYH0 U BECbMa MHTepec-
Hyl0 npoGrnemy, koTopasi OTCbiIaeT K T. H. 3afaye O BM3AHTUWACKUX reHepanax (CM. Kraccuyeckyto paboty
[Lamport, 1982]): MOXHO N co3gaTb Takon anropuTm obmeHa coobLLeHMAMN, KOTOPbIV NO3BONSIET YCTAHOBUTD
WCTUHHOCTb N0BOro BbiCKasblBaHUS B CUCTEME, e anpuopHO HUKOMY Henb3s AoBepsATb? [ononHuTenbHbIe
cBeJeHUsi 0 NpoToKonax KoHceHcyca cM., Hanpumep, B [Nguyen, 2018].

Kak yxe 6bIno 0TMEeYeHO BhILLE, Ha CEroaHSLWHMIN AeHb CyLecTByeT 60nbLlloe KONMMYeCTBO pasHbIX pea-
nusauvn ngev pacnpefeneHHoro peectpa n gaxe camoro 6rnokyeiHa, KOTopble OTAMYaOTCa Apyr OT Apyra
anropuTMUYECKUMN N MHXEHEPHbIMU pelleHnaMn. [na AanbHenWwero n3noxeHus HaM, OfHako, NoHagobuTcs
npeacTaBneHne Nyllb O ABYX OCHOBHbIX MOAENSAX TPaH3aKuMi, KOTopble NonyyYnnm Hambornbluee pacnpocTpa-
HeHne. XpOHOMornyeckn nepeon nosiBunacek mogens unspent transaction output (UTXO), anpobupoBaHHas B
ceTu Bitcoin. 3gechk y Kaxaon TpaH3akumm ecTb OAWH UM HECKOJBbKO BbIXOA0B, KOTOPbLIE ONUCLIBAKTCHA KOpTe-
KEM 13 YHUKaNbHOro HoMepa, CyMMbl U agpeca. AT BbIXOAbl CTAHOBATCS BXOAaMM A1 NOCneayoLwmnx TpaH-
3aKUUi, KOTopble Kak Bbl «TpaTaT» 37K BbIxodbl. [1py 3TOM NCNONb30BaTh eLle He MOTPaYEHHbIV BbIXO MOXHO
TONBKO LIENIMKOM, @ HEeMCNOMb30BaHHbIE CpeacTBa 3aTeM NOSIBATCHA B KA4eCTBE HOBOMO BbIXO4a Ha TOM e Unu
apyrom agpece. Takast 0cCOBGEHHOCTb, Kak BCkope OyaeT BUAHO, UCMOMb3yeTCcs AN KnacTepunsaumm, NOCKOMbKY
Yy aKTOpOB BO3HUKaET NOTPEeBHOCTL perynsipHo HanpaensTb «cAady» Ha Apyrue npuHagnexaiwime UM agpeca.
BanaHckl aapecoB SIBHO HUIAE HE XPaHATCS — WX MOXHO BbIMUCIINTL, HO TOMbKO MPOCMOTPEBR BCHO UCTOPUIO
TpaH3akuuii BNoTb A0 TEKyLlero MoMeHTa. [ipyrasi nonynsipHasi Mogenb, koTopasi bbina npeanoxeHa co3ga-
Tensmn Ethereum, Bbirnsant 6onee npuebiuHO. COCTOSIHMEM peecTpa B HEW SIBNSIETCS CNUCOK 3anUcen yHu-
KanbHbIX aapecoB U 6anaHcoB Ha HUX. CyllecTBEeHHasi pasHuLa 3aknioyaeTcs B hopmaTte cammnx TpaH3aKuuii:
B Mmogenu UTXO kaxgasi TpaH3akuusa MOXeT MMeTb MHOXECTBO BXOOOB U BbIXOAOB, a B MoAenu 6anaHcoB y
TpaH3aKuuii OOUH BXOA M OAVH BbIXOA.

KpvntoaktuBbl (cryptoassets), kpuntoBantoTbl (cryptocurrencies) n TOKeHbl — BCE 3TO LNPOBbIE aKTUBbI,
ONS CO34aHUSA U UCTONb30BaHUSA KOTOPbIX NMPUMEHSIIOTCS KpunTorpaduyeckne anroputmMbl U pacnpeaerneHHble
peecTpbl. [logpobHasa TakcOHOMUA He umeeT 34ecb 6onbLoro 3HaveHnss. OTMETUM NULLb, YTO KPUMTOAKTUBHI
MOXHO pasgenuTb Ha HaTMBHble KpunToBantoThl, Takne kak BTC, ETH unn XMR, koTopble HeENocpeacTBEHHO
«XPaHSATCA» B peecTpe U SABNSTCA HEOTbEMIEMbIM YCINOBUEM (PYHKLIMOHUPOBAHUS 3TUX ceTel (MOCKOMbKY
WMEHHO B HUX BbIMMa4YMBaeTCs Harpaja 3a nogaepaHne pabotocnocobHOCTN NPOTOKOa KOHCEHEyca), U To-
keHbl, Takne kak CRV, UNI, USDT, koTopble «BbiMycKalTCA» C MOMOLLbI cMapT-koHTpakToB. Ocobyto nomny-
NSIPHOCTb NOMy4YnnmM TokeHbl ctaHaapTa ERC20, ncnonb3aytowme 6oratele BO3MOXHOCTU 6rokderiHa Ethereum.

Mop cywHocTamu (entities) n aktopamu (actors) OyayT NOHMMATLCS YaCTHbIE NULA, KOMNMEKTUBbI UMK Op-
raHusauuu, BnagerLlime OgHNUM UM HECKONbKMMU agpecamu (4TO O3HavaeT — Bragetolmne COoTBETCTBYIO-
WMMK npuBaTHbIMK Kntodamun). C nosmumnin AML/KYC pasnuyeHne agpecoB M CYLLHOCTEN BaXXHO, NMOCKOMbKY
onepaumm € «rpA3HbIMUY aKTUBaAMW XapaKTepu3yHT MMEHHO CYLLIHOCTK, a He agpeca no oTAenbHocTu. B HacTo-
siLleM TekcTe ByaeT MCMonb3oBaThCA Takke TEPMUH «aKTOp» B Ka4eCcTBE CUHOHMMA A1 «CYLUHOCTbY.

Mwkcepbl (mixers, tumblers) — 3To cneunanbHble CEPBUCHI ANsl YCIOXHEHWS TPACCMPOBKN TPaH3aKUWN.
OHWM BO3HWKIN KaK OTBET Ha NepBble paboThbl MO TPACCUPOBKE U AMMNMPUYECKOMY aHanuay rpacgoB TpaH3akumi,
KOTOpble Mokasanu, YTo pacrnpeferneHHble peecTpbl BOBCE HE rapaHTMPYHT MOMHOW aHOHMMHOCTU. MuKcepbl
MCMNOMb3YIOT PasnuyHble anropuTMUYEcKUe CXembl, KOTOPbIE NPUBOASAT K CO34aHUI0 ANTMHHbBIX LEenen 13 MHoXe-
cTBa (OUKTUBHBIX TPAH3AKLUWIA, A€ aKTUBbI Pa3HbIX aKTOPOB CHavarna obbeanHSTCA Ha agpecax, Co34aHHbIX
CaMMM CEPBMCOM, a 3aTEM CHOBA PacCLLENnATCS, HAaNpaBnssach Ha yKa3aHHble nonb3oBatensamu agpeca. bo-
nee noapobHoe onncaHue Taknx cxem cM., Hanpumep, B [Méser, 2013; Amarasinghe, 2019] n untuposaHHon
Tam nutepartype.

Cama CcTpyKTypa TpaH3akuuii, B KOTOpOKr 0b6a3aTenbHO AoMmkHa ObiTe OTpaxeHa MHgopMaumsa o6 oTnpa-
BUTENSX M MonyyaTensax CpeacTs, Aenaet ogHUM n3 Hanboree ecTeCTBEHHbIX MOAXOL0B K UX UCCNEA0BaHUI0
annapart Teopun rpadgos. Hanbonee nonHoe onucaHve nctopum TpaHsakumn B UTXO-6nokyeriHax gaet rpad
agpecos n TpaHsakuui (AT-rpad). OH npeacTaBnseT co6on ABYAONbHbIV OPUEHTUPOBAaHHLIN rpad, B KOTOPOM
pasnuyaloTcs BepLUMHbI-agpeca U BepLUUHbI-TpaH3akuun. Pebpa MoryT natu Tonbko OT agpecoB oTnpaBute-
new K TpaH3akumu, a OT Hee — K agpecam nony4arenen.

AT-rpad 3akntovaeT B cebe BCO JOCTYMNHYH MHAOPMALIMIO O COBOKYMHOCTM paccMaTpuBaeMbIX TpaH3ak-
LW, HO B CWMY CBOEN OrPOMHOM Pa3MeEPHOCTU OH ODObIYHO HEMPWUroAeH ANS HENOCPEACTBEHHOrO aHanusa 1
BM3yanusauuu. NMoaTomy Ha ero 0OCHOBE MOXHO CO3[aTb HECKOMNbKO peayuMpoBaHHbIX rpadoB, KOTopble AatoT
bonee komnakTHoe nmpefcTaBneHue. Tak, rpad TpaH3akumin (T-rpad) npeactaBnseT coboi HanpaBneHHbIN
aumknuyeckuin rpad, B KOTOPOM Kaxkaasi BEpLUMHA COOTBETCTBYET TpaH3akuuu. Ecnun Bbixog TpaH3akumm Gbin
UCMNOMNb30BaH Kak BXOA, B APYron TpaH3aKLMKn, TO COOTBETCTBYOLLME BEPLUMHBI B rpade coeamnHsTcs pebpom,
HanpasneHuwe KOTOPOro coBnagaeT C ABMXEHUEM cpeacTB. [INsg HenoTpadeHHbIX BbIXOAOB MCMOMb3YTCH
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crneumnanbHble (OUKTMBHBIE BEPLUMHLI. Takoe npeAacTaBneHvue, oveBuAHO, OyaeT MMeTb CMbICI TOMbKO Ans
UTXO-610k4eliHoB.

Opyron, ropa3go 6onee nonynsapHeii cnocob penykumMm — 310 rpad agpecoB (A-rpad). Ero BepLunHbl
OTOXAECTBNATCA C afpecamu, a HanpaBneHHble pebpa — ¢ TpaH3akuusMu. BeplumHa, ns kotopon pebpo
WUCXOAMT, COOTBETCTBYET OTNPaBUTENIO, a Ta, B KOTOPOK OHO BXOAUT — nonyyaTento. B ctporom cmeicne, 3Tn
KOHCTPYKLUUKN SABMSIOTCA MynbTUrpacamu, NocKonbKy OOHW U Te e agpeca MOryT y4acTBOBaTb B HECKOMbKUX
pasnuyHbIX TPAH3aKLUUAX, YTO NOpoXaaeT KpaTHble pebpa. A-rpadbl MOryT ObITb NOCTPOEHBI AN toboro 6rok-
yeriHa, a He TONbKO ANs TeX, KoTopble ncnonb3yoT mogens UTXO. Crnenytowmn ypoBeHb pegykummn gaet rpad
cywHocTen (E-rpad), KOTOpbIN MOXHO NOMy4MTb N3 A-rpada, NPUMEHMB KO MHOXXECTBY €ro BEpLUMH Kakme-nmbo
anropuTMbl, NO3BOSSAOWME «KOHAEHCHPOBaTb» BCe afpeca, NpuHagnexalive ogHOMY U TOMY Xe akTopy, B
oaHy BepLunHy. CobCTBEHHO, MMEHHO Takoe npeacTaBneHvne 6yneT Haubonee NonesHbIM AMst BbINOMHEHUS
AML-paccnenoBaHuii. Xopollee U3noxeHne NoaxoAoB K NOCTPOEHMIO pa3nNYHbIX rpadpoBbIX CTPYKTYP Ans Co-
BpeMeHHbIX 6nokueriHoB AaHo B [Akcora, 2022]. OTMeTVM 3[ech B 3aKNioyeHne, YTO noka TEpMUHONOMMS Ans
rpadoBbIX NPEACTaBMNEeHU He cTana o6LLenprM3HaHHOM 1 NO3TOMY, K MPpUMEpY, TO, YTO 3AeCb HasbiBaeTcsa A-
rpacoM, B Apyrnx nyGrnmkaumax MOXET HasblBaTbCA CETbIO TpaH3akuun (fransaction network) nnu kak-Hmbyap
elle.

HoctaTouHo nogpobHbIv pedepaTrBHbIV 0030p paboT No aHanu3y rpadoB, NPeacTaBNALWMX TPaH3aK-
uun B pasnuyHbix 6nokyeriHax, aaH B [Wu, 2021]. U3 atoro o63opa cnegyeT, 4To Tak unm nHade nccrneaoBanmch
BCE CTPYKTYpHblE CBOMCTBa rpacoB: pacnpeneneHns cTeneHen BepLunH, UHAEKChl LEHTPanbHOCTH, KIVKU U
KOMIMOHEHTbI CBA3HOCTM B CraboM MIu CUNbHOM CMbiCriax, TUMNYHbIE MOTUBbLI, aCCOPTaTUBHOCTb, CBOWCTBA
KpaTyanmx nyTen.

OBpPUCTUKM KINacTepusaummn

Onsa nepexona ot A-rpadha k 6onee komnakTHOMy E-rpacdy HE06X0AMMO BbINOMHUTL KracTepmusauunio aa-
pPeCcHOro NpocTpaHCcTBa. 30ech NoA Knactepamy NoOHMMAaeTCa MakCUMarbHbIA MO BKITHOYEHWIO HAbop YHMKab-
HbIX aApecoB, KOTOpble NpUHaANexaT O4HOMY M TOMY ke akTopy. TOYHOro peLleHns anst 3ToW 3afayvun He cy-
LLIeCTBYET, MOCKOMbKY COOTBETCTBYHOLLEN UH(OPMaLMK O NPUHAANEXHOCTN afjpeCOB HET, N CKOpee BCEro, HU-
korga He 6yaeT B Hanuumu. [Inst npubnuKeHHOro Xe peLLeHns NpearioXXeHo MHOXECTBO 3BPUCTUYECKUX METO-
poB. Camo Ha3BaHWe NoAYepKMBaET, YTO 3TUM TEXHUKU HE JalOT HUKaKMX rapaHTuii Toro, Yto pesynbtat byner
NpaBuIbHbIM.

O6GocHoBaHne 3BpPUCTUK MOXET ObITb pasHbiM. OHO MOXeT criegoBaTb U3 0COOEHHOCTel NpoToKona, no
KoTOpoMy (DYHKLUMOHWUPYET CETb — XapaKTePHbIM NMPUMEPOM SBISETCA IBPUCTMKA MHOXKECTBEHHbIX BXOAOB,
OCHOBaHHasi Ha TOM, KaK MoAMUCLIBAKOTCA TpaH3akummn B ceTu Bitcoin n noxoxux Ha Hee. CyLLecTBYIOT 3BpU-
CTUKM, OCHOBaHHbIE Ha YacTO NOBTOPSIIOLMXCH NMOBEAEHYECKMX NaTTepHax nonb3oBatenel. Npeaeapsisi 063op
3BPUCTMK, 3aMETUM, YTO UX PE3YNbTATUBHOCTH MOXET CYLLECTBEHHO MEHSITLCS CO BDEMEHEM, BCE[ 3a MEHSI-
IOLLMMUCS MPUBbLIYKaMKN MOSb30BaTeNen ceTn unm 3BonLmner cammx NnpoTokonos. bonee Toro, camblii chakTt
ny6rnvkaumMm onucaHust 3BPUCTUKM B OTKPLITOM [OCTYNe MOXEeT MPUBECTU K TOMY, YTO 3aMHTEPEeCOBaHHbIE B
COXpaHeHNM aHOHVMHOCTM aKTOpbl HAYHYT CcneLmanbHO co3aaBaTth TpaH3aKLuW, HapyLualoLmue norvky paboTsbl
3TUX 3BPUCTUK, BO3MOXHO, AaXe 3a CYET HEKOTOPOro ybbITKa (Hanpumep, 4Tobbl 06MaHyTb 3BPUCTUKY, UM NpU-
AeTcs 3annatutb 66MbLUY0 KOMUCCUIO). TeM He MEHee 3BPUCTWKU KnacTepuaauunn, gaxe Te, 4To Obinu npea-
noxeHnl ewe 1o 2017 r., ocTaloTca BeCbMa NoNynsipHbIM U, 4To 6onee BaxHO, 3 EeKTUBHBIM MHCTPYMEHTOM.

Bonble Bcero aBpncTuk 6b1no NpeanoxeHo ans Bitcoin n nogobHeix emy UTXO-6nok4yeltHoB. XpoHoro-
rMyeckn nepebiM METOAOM KriacTepusauny agpecos cTana 3BpuMCcTrka MHOXECTBEHHbIX Bxogos (multiple input),
WHOrAa TaKkke UCNonb3yeTcs HasBaHue common spending. CuntaeTcs, 4To BNepBble OHa Obina anpobuposaHa
B [Reid, 2013], xoTs1 camun aBTOpbI Tam oTMe4atoT, 4To ewe B [Nakamoto, 2008, pasgen 8] ynommHanach no-
AobHas cxema ngeHTudukaumm nonb3oBaTenen.

OBpUCTMKa 3aKrYaeTcsl B CreayloLeM: ecnv HECKOMbKO aJpecoB WUCMOSb3YIOTCA B Ka4ecTBe BXOJO0B
TpaH3aKuuW, TO OHM CKOpee BCEro npuHagnexaTt ogHomy aktopy. MpuumHa Takoro BbIBOA@ B TOM, YTO ANiS
hopMMpoBaHUS 1 OTMNPaBKN B CETb TpaH3akuum Heobxoammo obnagaTe NPMBaTHLIMM KIHOYAMW K KaXOAoMy U3
BXOZI0B. XOTS TPaH3aKLUN C HECKONBKMMU HE3ABUCUMbIMW MOAMUCAMW OOMYCTUMBI, OHU TpeBYOT HEKOTOPOro
OOMNOMHUTENBHOIO AAMUHUCTPUPOBAHMS, @ HEKOTOPbIE NPUMOXEHUS BOOOLLE MX HE NOAOEPXKMBAIOT, MOITOMY
00blYHbIE MONb3oBaTeNV 3a4eNCTBYIOT 3TOT (PYHKUMOHAN KparHe peako. A 3Ha4uT, camoe NpocToe o6bsCHe-
HWe 3aKYyaeTcs B TOM, YTO agpeca UCMOMb30BaHHbLIX BXOAOB NPUHAAMEXaN OgHOMY 1 TOMY e aKTopy.

OTa 9BpUCTUKA NOAYUHAETCA NPaBuUIly TPAH3UTMBHOIO 3aMbIKaHUA: €Crv MHOXeCTBa agpecoB BXOAOB K
OBYM TpaH3aKUMsAM UMEIOT HEMYCTOE NepeceyeHne, To Toraa cneayeT cuntaTtb, YTO 06 beanHEHUS STUX MHO-
XKeCTB npuHagnexaT ogHOMY 1 TOMy Xe knacTtepy. K npumepy, ecnv B 04HON TpaH3aKkuumn y4acTBYyHOT BXOAbI C
agpecoB A1 1 A1, a B gpyron — c agpecoB A2 1 A3, To Toraa Bce Tpy agpeca 00beaUHSIHOTCS B OOHY CYLLHOCTb.

HekoTopble BO3MOXHble MpUYMHBLI 3(PEHEKTUBHOCTM 3TOW 3BPUCTMKM ObiNu npeanoxeHbl B [Harrigan,
2016]. No MHeHW0 aBTOPOB, OHa CBA3aHa C YA0OCTBOM NOBTOPHOIO MCNOMb30BaHUS aApecoB 1 CTPYKTYPHbLIMUA
xapaktepuctukamm A-rpaca. Tam xe oTMeyeHa ofHa xapakTepHasi 0COOEHHOCTb KnacTepmn3anmmn ¢ NOMOLLbIO
3TOV 3BPUCTUKN: OOLIYHO YXXe CYLLIEeCTBYIOLLMIA KPYMHBIA KnacTep CNMBaeTcsl C OAHWM UMM HECKONbKUMU He-
OOonbLIMMM, HO CNUSAHME OBYX KPYMHbIX agpeCHbIX KIacTepOB NoYTU HEBO3MOXHO. Ha ocHoBe aToro Habnoae-
HWUA Npeanaranocb BBECTW AOMOMHUTENBHOE MpaBuUIo, 3anpeLlarllee TakMe CrMSHUS U NpeaoTBpallatoLLee
HEKOTOpbIE MNOXHOMOMNOXUTENbHbIE CpabaTbiBaHWS.
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OpaHon u3 rnaBHbIX NPobneM Ans 3BPUCTUKN MHOXECTBEHHbIX BXO[0B SIBMSIHOTCS FIOXKHOMOSOXUTENbHbIE
pe3ynbTaTbl AN TpaH3aKUMIi, ocyLlecTBsieMbIX Mukcepamu. Co6CTBEHHO, CaMo NOsIBIEHNE MUKCEPOB ObINo
0TYaCTV CBA3aHO C NOTPEBHOCTLI0O OOMaHyTh 3Ty 3BPUCTUKY. [JO HEKOTOPOW CTeneHN BOPOTHLCS C 3TUM MOXHO
C MOMOLLbI0 OTMEYEHHOIO BbilLIE NPaBua, NOCKOMbKy 0ObIYHO Y TakMX TpaH3aKLMA O4EHb MHOTO BXOAOB, YTO
OyaeT NpMBOAWTL K CMOHTaHHOMY 06beaANHEHMIO MHOXECTBa CPaBHMMbIX MO pa3Mepy KrnacTepoB, KOTOPOE B
0ObIYHbIX YCNOBUSIX KpaHEe ManoBepoATHO. TPYAHOCTb 3aKMYaeTCs NULLb B TOM, KakK BblAENUTb KOHKPETHbIE
YMCroBbIE NApaMeTpbl, yNpaBnaloLwmne 3TUM NPaBuUIioM, K NPUMeEpPY, Kakne Knactepbl cHMTaTb CnmwkKomM 6onb-
WM anst obbeanHeHus.

Cnepgyowas no nonynsapHOCT 9BPUCTUKA CBA3aHA C eLle OfHOW XapakTepHOW 0COBEHHOCTbI0 Moaenu
UTXO: Bce ucnonb3oBaHHble BXOAbI AOMKHbI ObITb NOTpaveHbl NOMHOCTbLIO. VI3-3a 3TOro y akropa, MHUUMUpO-
BaBLUEro TpaH3aKLMio, YacTo BO3HUKAET HEOOXOAMMOCTL NEPEBECTU HEMCNOMb30BaHHY «caadvy» Ha Kakou-
HMOyaAb afpec, Takke NpuvHagnexawun emy. Bnepsble 3TOT noaxon 6bln cucTeMaTU4ecKkM pPacCMOTPEH B
[Meiklejohn, 2013].

Oka3anock, 4TO BECbMa YacTO aKTOpPbl B CETM AN NepeBroda caayvu UCnonb3oBanu agpec 0gHoro 3 Bxo-
[OB — Takoe noBefeHVe (COOTBETCTBYHOLLME aapeca Obinu Ha3BaHbl self-change) 6bino otmeydeHo B 23% cry-
yaeB. B ocTtanbHbIX crnyyasix agpec Anga caayvv BblAeNancs no cneayowum XxapakTepucTnkam: OH He NosIBNANca
B NpeblayLunx TpaH3aKUMsAX, a BCe OCTalnbHble BbIXO4bl TPAH3aKLUN Yxxe Korga-nvbo yyacTBOBanu B ApYrnx
TpaH3akuusix. 3aMeTVM, YTO TaKoW aHanM3 MoXeT ObITb TONbKO peTpocnekTMBHbIM. OaHOPa30BbLI agpec Ans
cAayv JormKeH ObiTb eAUHCTBEHHBLIM, KOTOPbIV YAOBNETBOPSET BCEM 3TUM ycrnoBuam. Ecnu Takon agpec noew-
CTBUTENBHO €CTb, TO 3BPUCTMKA OTHOCUT E€T0 K TOMY 3XE CaMOMYy KnacTepy, 4YTO 1 aJpeca BXOO0B.

OTa 3BpuCTUKa Takke nmeeT MoAanMKaLmio, NPM3BaHHYI0 YMEHbLUNTL YYMCMO NOXKHOMONOXUTENbHBIX pe-
3ynbTaToB. ABTOpPbI CneLmanbHO NPoBepunn, YTobbl 04HOPA30BbLIV aapec ANA CAA4YM He UCMONb30Barcs NoToM
B NnocrieayrLmnx TpaH3aKumusx Kak 0bbIYHbIN — eCcnn 3TO BCe-Taku NPon30LUSIo, TO TaKOW agpec UCKIoYarncs ns
cnvcka. C noMoLLbo 3TOr0 AOMOMHUTENBHOMO NpaBuia UM yaanocb otopocuts 13% agpecoB u3 Tex, YTo us-
HayanbHO ObifM OMO3HaHbI Kak agpeca Ans caayvun. TuaTtesbHbIi aHann3 oLWMOOK BbISIBUT HECKOSIBKO crabbix
MECT 3BPUCTUKM, B pedyrnbTaTe Yero kK CBoAy npasun Jo6aBunu eLle oaHO YCroBUE: eCNN Cpeau BbIXOO0B yXKe
€CTb agpec, KoTopbl paHblue 6bin self-change, To HUKakon opyron agpec B 3TON TpaH3aKUMU yXe HE MOXEeT
ObiTb agpecoMm Ans coayn. HesaBucvMMoe, HO BO MHOTOM MOXOXee uccrnefoBaHue Obino BbINOMHEHO B
[Androulaki, 2013]: Tam agpeca ans caaym nonyynnun HaseaHue shadow addresses.

B [Ermilov, 2017] aBpuctrka caaum Obina paclimpeHa AONONHUTENbHBIM MPaBUIIoM, COrNacHO KOTOPOMY
agpec Ona coaydn JOSMKEH nory4vaTb CyMMYy C BONbLUMM KONUYeCcTBOM Lmdp B apobHon yactn. O6bsacHeHve
BbIMMSAENo Tak: nnaTta 3a ycnyrm u ToBapbl 0ObIMHO HOMMHMPOBAHA B «yOOOHbIX M KPYMMbIX» 4ucrax (cMm.,
Hanpumep, [Fraser-Mackenzie, 2015]), a BxoAbl, N3 KOTOPbIX KOMMOHYOTCS TpaH3aKuun, MOryT UMeTb MOYTU
cryyariHble OecsTUYHbIe YacTu, NO3TOMY M caaya TOXe AOIMKHA OTnM4aThbCsl TeM e CBOWCTBOM. BoamoxHO,
4YTO Ha NepBbIX 3Tanax cyllecTBoBaHus Bitcoin aTo npaBuno 6bino focTaTouHo adhdekTnBHO. Ho celtvac, koraa
1 BTC ctout gecsatku Teicsiy gonnapos CLUA (BecbMa MHOro No CpaBHEHMIO CO CTOMMOCTLIO 6a30BbIX TOBaApOB
W yCnyr) n 4EMOHCTPMPYET BeCbMa B0MbLUYH BONATUNBHOCTb KOTUPOBOK, MPMMEHUMOCTL Takon MoamduKaumm
6a30BoOV 9BPUCTUKU yXKe CNopHa.

Elwe oguH nHTEpecHbIn B3rnag Ha aBpuUCTMKy caadm bein npegnoxeH B [Nick, 2015]: Beixog ana caaum
[OMKeH ObITb MeHbLUE, YeM NGOV N3 BXOAOB TpaH3aKUMN. OBPUCTMKA ONMPAETCS Ha NPOCTON 34paBblii CMbICT.
OerictButensHo, ecnu 6kl CyLleCTBOBaN BXOA, KOTOPbIA MeHbLUE, YeM cAada, To 3TOT BXxoA 6bin 6bl MCNonb3o-
BaH B TpaH3akuun 6e3 Bcakom uenu. K npumepy, nyctb B TpaH3akuum gsa Bxoaa, ¢ 10 u 1 BTC, u aBa BbIxoaa,
¢ 8 n 3 BTC, npnyem nepsbii Bbixod Obin noTpaveH Ha npuobpeTteHne vero-nmbo, a BTopow 6bin Ana caayu.
OueBnaHo, 4TO MOXHO 6bIno 661 yopaTb Bxog ¢ 1 BTC 1 goctudb TOYHO TOro e pesynbraTa (pasymeercs,
BbIXOAbl NPV 3TOM U3MeEHATCA Ha 8 u 2). Ecnu akTopbl XoTs 6bl O HEKOTOPOW CTEMNEHW paunoHanbHbl, TO OHU
He cTanu 6bl Tak AenaTb.

[axe ofHa TONbKO cymma TpaH3aKLMU MOXET CTaTb OCHOBaHUEM A1 SBPUCTUKU, €CNU yAacTCs KaknM-
nnbo o6pa3om BbIAENUTE KOHKPETHOE 3HAYEHME cpean BCex Npounx. [JpyrMmu croBamu, €Criv U3BECTHO, YTO
YacTHble MoNb30BaTENN NNAaTAT 3@ HEKOTOPLIN cepBuc, Hanpumep, 1 BTC, To 3To ToXe AaeT 4OCTaTOYHO MHOMO
WHMOopMaLum, ocobeHHO ecnn agpec caMoro cepauca n3BecTeH. 9ta naes obina ucnons3osaHa B [Liao, 2016]
Ans uccnegosanus wudposanslumka CryptolLocker. ABTOpPbI, MOMUMO CTaHAAPTHBIX 3BPUCTUK MHOXECTBEH-
HbIX BXOAOB M c4ayu, UCMonb3oBany MHopmaLmio 0 LEHOBOW NOMUTUKE BbIMOraTenen: BHavane te Tpebosanm
2 BTC, notom cHusunm nnaty go 1 BTC, yepes gBa gHa — go 0.5 BTC, n, HakoHeu, nnaTa Obina ycTaHOBNEHa
B pa3mepe 0.3 BTC. B kauecTBe 0TNpaBHON TOYKM aBTOPbI paccMaTpuBanu ABa KOHKPETHbIX afpeca, KoTopble
6binn 06HapogoBaHbl B MOCBALLEHHOW LUMdpoBanbLUmKy guckyccum Ha Reddit. CoyeTaHne aTux MeTogoB nos-
BOMUIIO aBTOPaM JOCTaTO4YHO NOAPOOHO M3y4MTb MOTOKW YKpaLEeHHbIX cpeacTB. TeM He MeHee, Takvue 3BpU-
CTUKKM co3patoTcst Becerga ad hoc, n nx TpygHo obobwaTs. bornee Toro, kKak oTMe4eHo B Tow e paboTe, faxe
CamMu 310yMbILLNIEHHNKM BBICTPO MOHSAMN, YTO MO CTPOro OUKCMPOBAHHLIM CyMMaM NepeBOAOB MX JTIErKO OTCIe-
OUTb, N BBENW HEKOTOPYIO paHOOMU3aLMIO.

MHTepecHbI NpMMep COBMECTHOMO UCMOMb30BaHNUsSI 3BPUCTUK U MHGOPMaLMM CETEBOro ypoBHs, bonee
6nunskuin K umdposon kpumuHanucTrke, 6bin npuseneH B [Neudecker, 2017]. B kayecTBe 6a30BbiX 3BPUCTUK
aBTOPLI MCNOMb30BaNM NPaBUNo MHOXECTBEHHbLIX BXOLO0B Y 3BPUCTUKY CAAYM C YNOMUHABLUMMUCS Bbille A0-
nonHeHnsMn. NMomumo 3Toro, 6bin y4TEH 3anNPeT Ha CMOHTAHHOE CMUSHUE KPYMHBLIX aApeCcHbIX knacTtepos. [py-
MMM 3reMeHTOM UX aHanu3a ObINo Ucnonb3oBaHWe O0CODEHHOCTEW pacchbinkyM cooblueHnin B ceTn Bitcoin, a
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WUMEHHO, TOT (hakT, YTo y3er, OT KOTOPOro coobLleHe C TpaH3aKUMern NpULLIIO NepBbiM, CKOpee BCEro u Obin
cosgaTtenem 3ToW TpaH3akuMu. 3To, B CBOK ouvepenb, UCMoNb3yeTcsl ANs YTOYHEHUS] MePBUYHON 3BpPUCTUYE-
CcKov Knactepusaumn. NpeanoXeHHbIn MeToq TEXHUYECKN CIIOXKHEE, YeM 34eCb HaMUCaHo, N UCMONb3yeT CBOW
cBOJ NpaBun oTbopa NoaxoasLumMxX TpaH3akuuii. BbiBoa 13 NX 3kcnepuMMeHTa TakoB: NpaBaonoaobHas CBsi3b C
IP-agpecamun MoxeT GbITb YyCTaHOBNEHA NWLb ANs HEGOMbLUOro KONMMYECTBa KnacTepoB. TeM He MeHee, 3Ty
WMHPOPMALNI0O MOXHO UCNONb30BaTb KOHCTPYKTUBHO, HANpUMep, MOXHO 3anpeTuTb CAUsHNE KNacTepoB C aa-
pecamu, K KOTOpbIM npunucaHel pasHele IP, nnu ucnonesosaTtb IP-agpeca Ana nouncka MCTUMHHOrO agpeca
caauu, ecnn ecTb HECKOMbKO KaHaMaaToB. BecbMa noxoxuii noaxod 6bin ncnonb3osaH B [Juhasz, 2018], ¢ Ton
NMLWb pasHULEN, YTO HEMHOTO OTNMYanack npoueaypa onpegenexus IP-agpecoB 1 ncnonb3oBanacb TEXHMKA
HaMBHOro 6GanecoBCKOro aHanusaa.

[ns cetn Ethereum Takke BO3MOXHbl 3BPUCTUHECKME NOAXOAbI K KNacTepmnsaLmmn agpecos, XoTa OHa U He
ucnonbdyeT UTXO-moaenb, 0co6eHHOCTM KOTOPOW fiexaT B OCHOBe 06Cy»aaBLUMXCS Bbille TeXHUK. Moapob-
Hoe ux nccneposaHue npuseaeHo B [Victor, 2020]. Bce agpeca B ceT Ethereum noapasgensoTca Ha BHeLLHNE
(externally owned adress, EOA) n agpeca cmapT-KOHTPakToB. [TOMMMO 3TOro, B OTAENbHYIO rpynny B cTaTbe
Obinu BoiBeeHbl EOA, KoTOpble ONOANMHHO NpuHaanexat Gupxam — OHW ObInu BbISBMEHbI C MOMOLLILIO YXKe
umeBLLENCS Ha TOT MOMeHT 6a3bl Etherscan, py4Horo aHanusa opymMoB 1 3KCNEPUMEHTOB C COBCTBEHHbIMU
aKkkayHTamu aBTopa Ha aTux bupxax.

MpennoxeHHble 3BPUCTUKM ObINN OCHOBaHbI Ha TUMUYHbIX NOBeAeHYeckux natrepHax. OcTaHOBMMCS Ha
ABYX Hanbornee nosesHblx Ha NpakTuke. [NepBas 13 HUX cBs3aHa C MCMONb30BaHMEM Aeno3nTapHbIX aapecoB.
YT06bI Npogatb ETH, 06bI4HO CHavana Hy>HO NocnaTb UX Ha crneumarnbHbli Aeno3nMTapHbI CYET, a yxxe oTTyaa
OHV ByayT NepeBeAeHbl HA OCHOBHOWM ONepauvoHHBIA cyeT Gupxu. [lenosutapHble cyeTa co3gatoTcsa NS Kax-
OOro KnueHTa OMpXXu Npu peructpaumm, T. €. X HeNb3s co34aBaTth CKOMb YrOAHO MHOIO, Kak 0Obl4HbIE agpeca.
OTcloga cnegyeT camo 3BPUCTMYECKOE NPaBUITO: BCE aApeca, C KOTOpbIX CPeACTBa NepeBOASATCA Ha KOHKpEeT-
HbI 4eno3UTapHbIN CYET, CYNTAOTCA NPUHAANEeXalnuMmm ogHOMY akTopy.

[ns vMcnonb3oBaHUs 3BPUCTUKK, O4HAKO, HEOOXOAMMO KakMM-TO 06pasom HalTh camMu Oeno3uTapHble
cyeTa, NOoCKOoMbKy 0ObIMHO 3Ta MHOpMaLUs He packpbiBaeTcs. OTNUYUTENBHBIM CBOMCTBOM 3TUX CHETOB SIB-
NsieTCsl TO, YTO OHW NEPEBOAAT CPEACTBA TOMbKO OAHOMY MONy4aTento — OCHOBHOMY OMEpPaLMOHHOMY CYETY
6upxun. Kpome Toro, cymma TpaH3akLmMmu NoYTU He MEHSIETCS, 3@ UCKITIOYEHNEM N3BECTHOM kommnccum. HakoHel,
nepesof C AEno3nTapHOro cyeTa Ha onepauroHHbIA 0BbIYHO BbINMOMHAETCA O4eHb ObICTPO, YTO CNYXXUT JOMON-
HUTENbHBIM XapaKTEPUCTUYECKNM NMPU3HAKOM.

BTopas sBpucTMka MCMNonb3yeT 0COOEHHOCTbL NOBEAEHNST YHACTHUKOB KaMnaHui no posbirpbily ERC20-
TOKEHOB (T. H. airdrop). MHOIrMe NpoeKTbl UCNOSb3YIOT TaKoW Xo4 Ans npuenevYeHns BHMMaHuns. Ctano obbl4HOM
NpaKkTMKON 3aBOAUTb MHOXECTBO a[lpecoB Kak IKoObl HE3aBMCKMMbIE 1 y4acTBOBaTb B JIbFOTHOM pacnpezerne-
HWM, YTOObI YBENNYMTL CBOW LUAHCHI Ha ycnex. 1o ycrnoBusiv Bce 3Ty agpeca nornyyaT ogHy U Ty e uKkcupo-
BaHHYyI0 Harpagy. Ho nockonbky XpaHuTb NpuobpeTeHHbIe Takum 06pa3oM TOKEHbI Ha cyeTax No OTAENbHOCTU
He MMeeT 0coboro cmbicna, To MO 3aBeplleHnn pasfgadn ux oOblMHO KOHCONMMAMPYKOT Ha OOHOM ajpece.
MIMeHHO 3TOT naTTepH U NpeaniaraeTcst UICNONb30BaThb Afs Knactepusaunmn.

CHavana HyXHO BbISIBUTb BCE agpeca, NonyumBLLME OOHY U Ty e (OUKCUPOBaHHY Harpagy oT agpeca-
anctpubbloTopa. 3atem cneayeT HaWTU BCe CYETA, Ha KOTopble 3Ta Harpaga Gbina NonHOCTbI0 NepenpasneHa.
CueTa «BTOPOro crosi» OoSkHbl BbiTb akTMBHbIMM EOA, koTOpble He NpuHaanexat bupxam. B knacTtepsl no-
nagaroT BCe agpeca, KOTopble KOHCONMAMPOBAnu BeinNnaTel HA OAHOM U TOM Xe CYeTe, U caM 3TOT IUHaNbHbIN
agpec.

WHorga agpeca-ancTpmbbioTopbl 3BECTHBI 3apaHee. Bo Bcex ocTanbHbIX cnydasax nx Heob6xoanmo HamTm
C NMOMOLLIbIO HEKOTOPbIX AOMNONMHUTESNbHBIX NMPaBUI U NPeanonoXeHnin. Bo-nepebix, 3T0 MOXHO cAenaTb Nno cre-
umnanbHbIM MeTkam CoBbITUI, KOTOPbIe XPaHATCSt B ONoKYelHe, a Takke No gakTy oTnpaBkyn 6oNbLUOro Konnye-
CTBa TpaH3aKUuiA CTPoro MKCMPOBaHHOW CyMMbl. Bo-BTOpbIX, MOCKOMbKY aidrop 06bI4HO aBTOMaTU3UPOBaH U
TOKEHbI NEPEBOASITCS NOYTU OAHOBPEMEHHO, MOXHO UCMOMNb30BaTh METKM BPEMEHM (timestamps) TpaH3aKuuiA.

3aknoyeHue

Kak y>xe oTMeyanochb BbilLEe, BO3MOXHOCTb MCMOMNb30BaAHUSA NPOCThIX 3BPUCTUYECKMX METOAOB AnNs Kra-
cTepusaumm B agpecHOM MpocTpaHCcTBe Obina GbICTPO OCO3HaAHA Kak 3MOYMbILUMEHHUKAMKM, Tak U 3aKOHOMO-
CNyLWHbIMU NPUBEPXEHLI@AMMW MOMHOW aHOHMMHOCTU. O4HUM 13 OTBETOB COOOLLECTBA CTano co3faHve cneuun-
anbHbIX 61oK4enHOB, rae obecneyvyeHne MakCMManbHOM NPUBATHOCTY GbINO 00BbABEHO rMaBHou Lenbto. Cpeamn
Hanbonee U3BECTHbIX K HACTOSALLIEMY MOMEHTY MOXHO OTMeTUTb Monero n Zcash. Tem He MeHee, KakK BbISICHU-
nocb, 1 ons aTux 6N1OK4YENHOB yYAaeTcs co3faTb, B CBOK oYepeab, 3BPUCTUKU KracTepusauuu.

B [Kumar, 2017] nogpo6Ho uccnegosaHa ceTe Monero. BaxHbIM anemMeHToOM MexaHu3ma obdyckauum B
3TOW CETU ABMSAETCS UCNOMb30BaHNe mix-in agpecos (MoAPOOHOCTN CM. B OPUrMHANBLHON CTaTbe), NpUYemM Yem
nx bonbLue, TeM HagexHee obecnevnBaeTCcsd aHOHMMHOCTb akTopoB. Ho okasanoch, YTO B UCTOPMM TPaH3aKL M1
OOMWHMPOBanM HebonbLUMe KonmMyecTBa mix-in agpecoB, 65.9% TpaH3akuuin nx BooOLLE He MCNOoMnb30oBanu.
Bonee TOro, BbISICHMNOCH, YTO MOJSIb30BaTENN B M3BECTHOW CTEMEHU CaMU UFHOPUPOBANU 3TOT MEXaHU3M:
85.9% TpaH3akuui, roe mix-in agpeca BoobLle He MCMONb30BanNUChb, Morfin Bbl UX UCMONL30BaTh; €CNN Xe
roBOpPUTb O BCEX TPaH3aKUMsIX B LienoM, TO yxe 99% Bcex BXOAOB MOrnuM Obl UCNONb30BaThCS C 6ONbLUMM KO-
nMYecTBOM Mix-in agpecoB. ABTOPbLI AenaloT BbIBOA, YTO aHOManNUsa o0O0bsACHAETCS XenaHMemM COKOHOMUTb Ha
komuccusix. Ho, no Bcel BMAMMOCTW, OObsICHEHWE elle npolle — GonblMHCTBY nonb3oBaTenen Monero

53



LNDOPOBAA SKOHOMUKA 28) 2024

npvBaTHOCTb BoOOLLEe He BaxkHa. OBPUCTUKK, NpeanoxeHHble B [Kumar, 2017] He Bcerga BbISBNAT NpUHaa-
NEXHOCTb aJjpecoB aKkTopaMm, a CKOpee MO3BOMSIOT C BbICOKON BEPOSITHOCTBIO HAWTU MCTUHHOTO OTMNPaBUTENS
cpeam HECKOMNbKMUX MixX-in afpecoB — HO 3TO MMEHHO TO, Yero co3aaTteny nNpoToKora XoTenu n3bexaTb.

WccnepoBaHne knactepusauum agpecoB Ans 6nokyeriHa Zcash 6bino BeinonHeHo B [Kappos, 2018]. B
OCHOBe Zcash neXuT MCnonb30BaHUME COBPEMEHHbIX KpunTorpaduyecknx MeTodoB, B YaCTHOCTWU, Ooka3a-
TenbCTB C HyNeBbIM pasrnaiueHuem (zero-knowledge proofs, cM. HegaBHui 0630p [Sun, 2021]). ToT 6nok4enH
NO3MLMOHNPYETCS KaK NO-HACTOSILLEMY aHOHUMHAs MNaTeXHasi cucTema, NocKOmbKy CyLLEeCTBYEeT BO3MOXHOCTb
yOOCTOBEPUTLCS B COBEPLUEHUMN TPAH3aKLUW, HE Y3HABasi Mpu 3TOM CyMMY, OTNpaBUTENSA UNu nony4vaTens.

Okasanochb, 4To, KaKk 1 B crniyyae ¢ Monero, Bo3MOXHOCTU Zcash no obecrnevyeHnto aHOHMMHOCTW OKa3a-
nncb no Gonbluel YacTn HeBocTpeboBaHHbIMU — nub 14.96% OT o6LLero Yncna TpaH3aKkuuini MCcrnonb3oBanm
ux. Mockonbky Zcash ncnonbdyet mogens UTXO, To 3gecb NpMMEHVMbI BCe 3BPUCTUKK, 0BCyKaaBLLMecs B
npownom pasgene. ABTopbl coobliaoT U 0 6onee MHTEPECHBLIX XOTSt U HECKONbKO CUTyaTMBHbIX MoAXoAax,
MCMomb3y0T 0COBEHHOCTU PYHKLMOHMPOBaHKS npoTokona Zcash.

[pyron crnoxHbIi AN 9BPUCTUK CLUEHapU — ABWKEHWE CPeACTB Mexdy HECKONbKMMMK BrokyerHamu.
[MpoTokonsl, peanusylolme 3Ty BO3MOXHOCTb, CefYac yxe A0CTaToO4HO pacnpoctpaHeHbl. K npumepy, ceTtb
Ripple ¢ camoro Havana 6bina cosgaHa anst obpalleHus B Hel pasHbix akTueoB. Oka3anocb, OAHAKO, YTO
MOXHO MpocneauTb CBA3b Mexay agpecamu B bnokyenHe Ripple n conpsixeHHbIMM agpecamu, HanpyMmep, B
Bitcoin. 3aTtem, ncnonb3ays aBpucTukM Ans Bitcoin, MoXxHO MHOYUMPOBaTE COOTBETCTBYIOLLYIO KnacTepu3aLuio
1 B agpecHom npocTtpaHcTee Ripple. NogpobHocTh cM. B opuriHanbHol ctatbe [Moreno-Sanchez, 2016].

B [Yousaf, 2019] 6bin 4aH elle ogmH noaxod K npobneme nepekpecTHbIX (cross-chain) TpaH3akumn. Tam
aBTOPbl U3yyanu 3BPUCTUKU ONs ABYX MOMYMAPHbIX Ha TOT MOMeHT cepencoB — Changelly n ShapeShift —
KOTOpble MCMOMb30BanNuCh AN co3aaHus cBoeobpasHbIX L0308 Mexay OrokyeriHaMmum, 4axe ecrnv OHU u3Ha-
YyarnbHO He NOoAAEepPXKMBanmM Takon yHKUMoHaneHocTu. flanee ang yno6etea Oyaem obo3HavaTb CeTb, U3 KOTO-
poVi cpeacTBa BbIBOAATCS, kak X, a ceTb, KyAa OHU MoNafatoT, Kak Y.

3aecb BHOBb y1anocCh BbISIBUTE HECKOJSIBKO XapaKTepHbIX MOBEAEHYECKNX MaTTEPHOB, KOTOPLIE NO3BOSSIOT
ykasblBaTb rpynnel agpecoB B 06omx 6riokyeriHax X u 'Y, koTopble ¢ 60MbLLIOA BEPOSITHOCTBLIO MpUHaanexat
OOHOMY U TOMY e akTopy. [1ns 60pbbbl C NOXHONONOXUTENBHBIMK cpabaTbiBaHUSIMU aBTOPbLI UCMONb30BaNM
METKU BPEMEHU U CYMMY TpaH3akuui (NocrnegHne MoryT OTKIOHATLCS ApYr oT Apyra He 6onee yem Ha 1%).
O6cyxaeHne 3ahdheKTUBHOCTN BCEX NPEAOXKEHHbIX 3BPUCTVK paccMaTpmBarochk Ha LUenoM psae NpyMepos,
noapo0Hee CM. TEKCT OpUrMHansHom paboTbl.

Mo-Bngnmomy, cambiMy TPYOHLIMW OFst 3BPUCTUK HA CErOAHALIHUIA OEHb OCTalTCA MUKCepbl. HecmoTps
Ha onpegerneHHble YyCUnus, co3gatb NPOCTbie 3BPUCTUKM AN UX BbIABIEHWS NoKa He yAanochb. OKCNeprMeH-
TanbHOe uccnegoBaHme 3Toro Bonpoca 6bino npeanpuHATo B [Mdser, 2013]. ABTopbl HanpaBnsnu HebonbLume
CYMMbI B 3TV CEPBWUCHI, yKa3blBasi B KAYECTBE KEeNaemMoro HasHa4eHusi KOHTponupyeMble My agpeca. Micnonb-
3ys1 TOT (hakT, YTO 1 agpeca, C KOTOpbIX cpecTBa OTNPAaBNSANM, U Ha KOTOpble B UTOre cpeacTsa npuwwnu, beinm
3apaHee W3BECTHbI, YAanock nokasaTb forMky paboTbl MUKCEPOB. BLISIBUTL KakOW-TO TUMWYHLIA NaTTEpPH He
yAanocb — UCMONb3ys B HECKOMbLKO 3TanoB paHAoMM3aumio, MUKCepaM AeNCTBUTENBHO yaanoch caenatb 3B-
pUCTMYECKWIN aHann3 6ecrnonesHbIM.

Ho 3a4ech HyXHO 3aMeTuTb, YTO MUKCEpPbI camy No cebe OCTalTCa OCTAaTOYHO MaprHarnbHbIM UHCTPY-
MEHTOM, @ X UCMOMb30BaHNE 3a4acTy HECET penyTauMOHHbIE PUCKU. BONbLUMHCTBO Taknx cepBUCOB MpoCy-
LLleCTBOBaNM HeNpoaomkuTensHoe BpemMsi  6binu Nbo 3aKpbITbl NPaBOOXPaHUTENbHbIMKU OpraHamMmu, nNubo no-
nanu nog, caHkummn, Nnbo NPoCcTo oKasanucb HepeHTabenbHbIMY ANA CBOUX BNagenbLUeB. Tak YTo OHU BpsAS N
noka MoryT cTtaTb AeNCTBUTENbLHO CEPbE3HON 1 Henpeogonumon npobnemon ansa KYT-aHanusa.

B 3akntodyeHne cTont nogyepkHyTh, YTO 3PPEKTUBHOCTL DOMbLUMHCTBA ONMUCAHHBLIX B HACTOSILLEN CTaTbe
3BPUCTMK OnuMpanacb UMEHHO Ha XapakTepHble MoBeAeHYeckne natTepHbl. [4e-To oHW BblNU NPOAMKTOBaHbI
TEXHUYECKUMWN OCOBEHHOCTAMU NPOTOKOSOB, a rAe-T0 — OYEHb NPOCTbIM M MOHSITHBIM YEJIOBEYECKUM XKera-
Huem caenaTb 4To-nNnbo nobkicTpee u noaeluesne. M NockosbKy YenoBeyeckoe NOBEAEHNE MEHSIETCS ropaszio
MeaJieHHee TeXHomnoru, nogobHble 3BPUCTUYECKME NMPUEMbI, MO BCEN BUAMMOCTW, €Lle AONTO He yTpaTar
cBoel akTyanbHocTU. Kak Obino nokasaHo, co3aHue cneumanbHbiX NPOTOKOMOB 1 CepBUCOB AN 06dyckaumm
OEeNCTBUTENBHO CHXaET 3AEKTUBHOCTL IBPUCTUK U NPUBHOCUT AOMNOMHUTENBHbIE TEXHUYECKME TPYLHOCTH,
HO TEM HE MeHee He AernaeT COOTHECEHUE apecoB C akTopaMy HEBO3MOXHbIM. Pa3ymeeTcs, HeobssaTenbHO
OCTaHaBMMBAaTLCS Ha NPUMEHEHUN TOSbKO NNLLb OOHUX 3BPUCTMK — NepBuYHas rpybas knacrepmsaums, KOTo-
Py OHM JatoT, MOXET CTaTb OCHOBOWM AMsi UCMOSb30BaHNsS Gonee CroXHbIX COBPEMEHHbLIX METOAOB MalUUH-
Horo obyyeHunsi. PaboT, NoCBSALLEHHbIX TAKOMY KOMMMEKCHOMY aHanuay, A0CTaTo4YHO MHOro, U ux o63op npea-
cTaBnseT cobor oTAenbHy 3aaady, TpebytoLyo OTAeNbHON cTaTbu.
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Abstract

The paper surveys heuristic methods of clusterization in address space of public distributed ledgers. The
techniques mentioned rely on collecting behavioral patterns of typical actors and some common sense. Formally
heuristics are degenerate clusterization rule-based algorithms, which do not tune their parameters via learning
on curated datasets. They can be treated also as persistent motifs in transaction networks. Despite its seeming
simplicity and inability to assess correctness of the results such approach demonstrates a reasonable effective-
ness and often is used as a preliminary step before applying much more sophisticated tools based on machine
learning algorithms and Al. Heuristics for Bitcoin, Ethereum, Ripple, Monero and Zcash are discussed. Heuristic
clusterization in cross-chain setting is briefly mentioned. Cases when heuristic approach leads to incorrect re-
sults are discussed.
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